In a world of e-commerce and a growing range of governmental services offered on the internet, what is the state of electronic emergency management in the USA? Interest in the use of computers to perform emergency management functions at the state and local level emerged in the 1980s. Today survey data indicates widespread use of the internet for communications, a moderate level of data automaton support for emergency operations centres, and the use of the internet by all state and some local agencies to communicate with the public. E-emergency management is being deployed component by component, with components being chosen to meet a variety of operational needs -how to communicate, how to disseminate public information, and how to manage information and resources. Increasingly the term virtual emergency operations centre is used to describe everything from an emergency operations centre with computers, through facilities that offer public information to internet users, to truly virtual facilities that apply incident command system management principles to supply electronic services. However, the evolution of e-emergency management as a method of performing work extends beyond the emergency operations centre to include professional interchange, electronic exercises, and the development of new concerns in emergency information management.
Introduction
During the last decade the internet burgeoned as a tool for communications and commerce. The use of 'e-' or 'dot com' now identifies an activity or organisation as a uniquely progressive part of modern business, government, and life. Governmental services are increasingly being offered to citizens over the internet, leading to e-government and even e-human resources management. So what is the state of the art in emergency management in the USA? Is it realistic to start referring to 'e-emergency management' and defining the use of the electronic environment as a new way to perform professional disaster related work at the local level?
This article provides a preliminary examination of the use of computers and the internet at the state and local level in the USA. There are well-funded and staffed initiatives using high technology in some jurisdictions and agencies; these push the state of the art. However, this is not the case in every agency. It is important to identify the range of practice in order to better understand the current state and potential of e-emergency management.
The record in the literature
The 1984 edition of the Emergency Operating Centers Handbook recommended "preference should be given to non-electric machines, such as manual typewriters or hand-operated mimeograph machines, and battery-operated equipment such as calculators and recorders" [1, p.F-2] . In the context of electromagnetic pulse and nuclear war survival this advice made sense. Given backup generators, battery systems, and uninterruptable power supplies, the survival of computer systems in most disasters is no longer as problematic. The failure to include computers as a critical component of emergency operations centres continued as late as 1995. In that year the new Federal Emergency Management Agency field-delivery training course, EOC's Management and Operations [2] , included computers on a supply list and referenced the need for a system administrator for disaster computer operations. However, it did not address the actual role of computers and made no mention of the potential of the internet as a communications tool. Emergency management agencies did not ignore the computer in the 1980s and early 1990s. For example, the Wyoming Emergency Management Agency was recognised in 1988 for its exemplary office computerisation program. In addition to such functions as word processing, the Agency was starting to use computer based databases for resources tracking, was participating in the State and Local Emergency Management Data Users Group for professional exchanges, and started to explore the use of computers for communications with Wyoming counties [3] .
By 1986 some visionaries were beginning to project and develop computer systems to perform essential emergency management functions. Morentz [4] suggested that incorporation of computers into emergency management was critical to the effective use of information to protect communities in disasters. In 1988 a series of papers at the Symposium on Information Technology and Emergency Management held in Gatlinburg, Tennessee, addressed a wide variety of potential applications. These included discussions of information resource definition, optimum use of information, networking systems, and decision support [5] . By 1996 emergency managers were discussing specific applications of existing technology. For example, Robert McDaniel [6] suggested that computers could be used to simulate many of the information sources in an emergency operations centre to facilitate free-play exercises. And in 1998 Gruntfest and Weber [7, p.67] asserted "the internet has been beneficial in emergency management by providing comprehensive data resources and increasing professionalism because of a sharing of expertise."
Current practice
Today the criticality of computers to emergency management programs in the USA may be examined in a number of ways. The author selected four approaches: qualitative observation of practices and capabilities, examination of exemplary practices, survey of use in emergency operations centres, and survey of internet site use.
Observation and perception of the state of the art
There are undoubted differences in the degree of electronic integration in government depending on the function being performed. Today it is rare to find government offices in the USA, even in small and relatively poor jurisdictions, where every desk does not have a desktop computer. The ability to wordprocess, manage budgets by spreadsheet, and communicate with both colleagues and the public by e-mail and internet pages is too important to ignore in the normal day-to-day business of government. Such efforts as the Maryland Electronic Capital, the State of Texas website, Virginia Governor Gilmore's The Digital Dominion website, and the Commonwealth of Kentucky's KyDirect communicate the intent of government to allow citizens access to all government services electronically.
This level of automation does not extend universally to emergency management operations and emergency operations centres even in states that have embraced the internet. In 1997 and 1998 the author visited three county and city emergency operations centres as part of a Local Emergency Management Operations Exercises conducted by the Virginia Department of Emergency Services on the invitation of the local jurisdictions. In two cases the single computer in the operations room was a repeater terminal used to review dispatches made by the public safety dispatch centres. In the third case, a computer was added to the facility for the duration of the exercise to provide a Geographic Information System display. The level of automation in jurisdictions that depend on converting a conference room in a crisis, or which have no designated emergency operations centre may be open to question.
At the state level, the integration of computers into emergency operations centres is more complete. For example, in Virginia the State Emergency Operations Center, the Transportation Emergency Operations Center, and the Health and Medical Emergency Support Center are fully computerised with multi-function emergency management software. The software in use includes versions of the Emergency Information System, the prototype of a multi-agency Virginia Operational Information System, and an agency specific Action Tracking System. The Virginia Operational Information System in particular offers the potential to allow each state agency to access key data relevant to its mission, even if that data resides in other agencies' databases. However, in one state emergency operations centre visited by the author in 1999, the single monitor in the operations room was a status display of current operations from a nuclear power station's Local Emergency Operations Facility.
Software products provide a full range of emergency management decision support, resource management, and incident documentation functions. The Emergency Information System (EIS), SoftRisk, EM 2000, E-Team, and others, are all powerful tools allowing most emergency management functions to be performed on a desktop or laptop computer. Although specific capabilities vary from software to software, in general all allow the emergency manager to: 1 manage resource databases, 2 maintain an event record for both individual functions and the entire staff, 3 originate and track tasks, 4 geolocate record entries and plot disaster effects using compatible mapping software, 5 complete checklists of required actions, 6 reference plans and supporting documents, and 7 communicate both internally and externally.
The intent of the software manufacturers has been to emulate electronically all of the functions normally performed in an emergency operations centre on paper or through displays to better support decision-making.
However, not every product offers a full range of functions. For example, ExlErate is at the simple end, providing a macro-based system that allows maintenance of a set of status boards in Excel. Survey data referenced below suggests a number of jurisdictions are using word processing functions to maintain event records and managing resources with locally developed databases using such standard commercial products as Microsoft Access. These approaches allow the emergency management agency to achieve some level of data automation at significantly lower costs.
At the other end of the spectrum, emergency management software is increasingly offering the ability to work in the online environment. Examples of such applications include the addition of a field interface to the Emergency Information System to create Essential EOC and SeNTinel WebEOC, a completely internet based application that allows participants to access from any location. Commercial conferencing applications are also being used for emergency management. For example, infoWorx has marketed their capabilities as allowing an emergency operations centre staff to operate as a distributed workgroup.
Practices documented by recognition as exemplary practices
A review of the national level, annual recognition program for exemplary practices in emergency management provides an opportunity to assess the criticality of computers to emergency management programs. In four volumes published by the Federal Emergency Management Agency [8] [9] [10] [11] , a total of 185 emergency management activities were profiled, ranging from purchase of a fire truck for an isolated community to nuclear disaster preparedness. Based on a content analysis of the 185 activities, 2.7% (n=5) of those recognised used computers and the internet in ways that could be assessed, based on the project description, as possibly increasing either public access to emergency information or the efficiency of emergency management disaster operations (see Table 1 ). An additional five projects could be identified as using computers in administrative ways or for research for a total of 5.4% of all exemplary practices in the USA in a five-year period, being to some degree computer based. This result intuitively would appear to under-represent the role of computers and requires further investigation. 
Computer and internet use in emergency operations centres
A third indicator of the integration of the computer into emergency management is the reported use of the internet for communications by emergency managers and the presence of computers in emergency operations centres. In January 2001 the author distributed a survey to emergency management agencies in eight states (two in the western USA, two central, two northern, and two southern), dispersed among eight of the ten Federal Emergency Management Regions. A return rate of 50.6% was achieved (with 319 responses to 630 surveys). Preliminary analysis of the results suggests that the use of the internet is approaching the status of a basic communications tool on the same level as telephones and radios. Of responding agencies at the county, city, town, township, and village level, 84.9% (n=271) reported using the internet for communications. However, the actual incidence of use of computers to manage emergency operations was reported at a lower rate. The percentage of agencies that used computers as tools for emergency operations was 54.2% (n=173). The percentage using emergency management software, including standard commercial products, custom designed vendor software, and agency-developed software tools, was 26.6% (n=85). Although these results are preliminary, they suggest that at some level computers play a significant role in a majority of emergency management programmatic and operational endeavours. The breadth of this acceptance may account for the low level of recognition of computer use as being an exemplary practice.
Internet presence by emergency management agencies
In February 2001 the author conducted a limited convenience sampling of local government emergency management internet sites, selecting 36 sites from three search engines (Web Crawler, Yahoo, and Northern Light) based on the sequential order of their appearance on the engine. Analysis of site content suggests the primary use of these sites is communication outward from the agency to the citizens (see Table 2 ). In only one case was the site obviously intended to gather information through reports from the general public -the Escambia County, Florida, Department of Public Safety [12] uses a damage report form that citizens can complete and submit electronically after a disaster event. Table displays only those functions found in 10% of a convenience sample of internet sites operated by 36 local emergency management agencies. Other functions encountered at less than the 10% level included archives, disaster history, employment information, volunteer recruitment, information on disaster exercises, a newsletter, an option of electronic mail notification of emergency events, and a page for citizen input of disaster damage information.
When this examination is extended to state emergency management agencies, the level of sophistication of the sites increases, but other changes in site contents reflect changes in missions and products. All 50 US state emergency management agencies operate internet sites. The content of such sites varies greatly, but includes such categories as contact information, agency missions, newsletters and annual reports, links to emergency information relevant to the jurisdiction, public education materials, and complete texts of plans [13, 14] . Operationally, a number of states provide e-mail distribution of their situation reports or access to these reports on the site; some include access to event logs as well. However, only two states allow for interaction between the state emergency management agency and its local counterparts during an on-going disaster. The Florida Division of Emergency Management [15] provides for the greatest degree of interaction, allowing local agencies to access and update state databases and view and update the event tracking system. The Virginia Department of Emergency Management's Online Emergency Operations Center [16] is in its early stages of development, providing access by local agencies to update situation reports and damage assessment data.
Evolving uses for the web

The internet as professional information exchange
One of the more interesting developments in the use of the internet for information exchange has been the emergence of the Emergency Infrastructure Information Program (EIIP), which hosts a weekly formal presentation on some aspect of emergency management through chat. Although there are listservs (an automated electronic mail management and distribution system) and discussion groups for emergency management, the moderated character of the EIIP and its archives of presentations, makes it more trustworthy and a "dynamic exchange of emergency management information" [17, p.57].
Exercises on the web
The first electronic mail based exercise may have been a March 1996 tabletop exercise conducted by members of the Local Emergency Planning Committee Mailing List, an internet based listserv. This exercise included a scenario and exercise messages, to which participants reacted by providing their suggested actions as electronic mail messages through the listserv. At each stage of the event a summary of actions was provided as feedback to the participants. Although participation was asynchronous and the medium limited, it allowed for emulation of the basic procedures of a tabletop exercise.
In November 1998, as part of the Virtual Fire and Rescue Exposition, the Emergency Information Infrastructure Partnership conducted WEBEX, an internet exercise using chat for information exchange in a simulated emergency operations centre, incident command post, and other work areas [18] . A second WEBEX was conducted in December 1999 [19] . Not only were the participants in these two exercises a disparate group drawn from across the country, but the method of play also allowed participation by a large number of people, 77 in WEBEX 98. Unlike the 1996 listserv exercise, the WEBEX model more closely resembled real time events and required collaboration among participants in each work area through the medium of chat. As in real life, communications problems were a factor in both exercises, although in the exercise model they resulted from the difficulty of passing information from one chat room to another through a communications coordinator.
The emergence of the meta-site as truth
With modern page building software one can rapidly create a complete internet site to provide a wide variety of helpful, even vital, information. However, none of this information resides on the new site; it is presented through links to other sites. The prevalence of links as a function of local emergency management sites, reported in Table 2 above, shows the popularity of this activity of collecting information of sources.
By pasting together dozens of sources, the meta-site emerges as a view of reality that may or may not be true. The user of the site depends on the emergency management knowledge of the site operator and his or her ability to select sites for their operational value. Interestingly enough, links typically are not assigned a measure of confidence as a guideline for their use in decision making -it is as though all links are created equal. Perhaps even more limiting is the reality that the meta-site can only present links to information electronically available. If information is not on the web, it disappears from the reality of the meta-site, but not from that of the disaster.
Moving toward the virtual emergency operations centre
The efforts of government agencies to provide a range of emergency management data on the internet and the developments in commercial software and services are paralleled by private efforts. Three sites offer a range of potential applications. Emergency Management Gold [20] provides a library of materials and information, ranging from forms to contact data, as a reference for emergency managers. The Disaster Center [21] provides links to a state-by-state collection of information sources and publishes a daily situation report summarising the site owner's compilation of national disaster situation information. And the Emergency Email Network [22] offers to provide electronic mail notification of a range of county level emergency events across the USA to subscribers.
The National Voluntary Organizations Active in Disaster maintains a listserv to rapidly disseminate situation reports of disaster participation by its member agencies. An initiative at Simon Fraser University seeks to "establish an experimental virtual emergency operations centre, where wireless information networks, interconnected to other fixed and mobile networks, allow managers to remain in the information loop, either until they can reach their EOC destinations, or as a substitute for physical presence at the EOC." [23] and a commercial vendor of work group services, infoWorx, is developing a presence as a facilitator of the use of the online environment for conferencing and other work functions. All of these approaches begin to duplicate activities and products of a traditional bricks-and-mortar emergency operations centre.
In Virginia one volunteer organisation, The Virtual Emergency Operations Center, [24] operates an emergency operations centre supporting other agencies with a completely internet architecture. There are three significant differences between this and operations such as those of the meta-sites and experimental sites. First, The Virtual Emergency Operations Center performs specific information dissemination work for supported organisations under a memorandum of understanding and does not serve the general public. Second, this process is managed using an incident command system, emergency operations plans, and emergency operations centre procedures. The Virtual Emergency Operations Center collects and analyses information, provides warning and notifications, and distributes tailored information products needed by users in the same way as a physical emergency operations centre. Third, the staff is geographically separated and supported by backup facilities.
However, questions have been raised as to the viability of internet based emergency operations centres in actual disasters. In discussion at the 2000 conference of The International Emergency Management Society, Dr. Jean-Luc Wybo of the Ecole des Mines de Paris correctly indicated that power or communications failures in a local jurisdiction would render the emergency operations centre incapable of accessing data or disseminating direction. Although the emergency operations centre could continue to function with its internal computer networks, it would be effectively cut off from outside interface with the public or other emergency response agencies. Such a situation does not invalidate computer use; telephones, radios, and facsimile machines remain staples of emergency operations centre communications even though they are also vulnerable to failure. However, it does suggest that the value of the internet based emergency operations centre includes regional or state level applications where even a wide area failure will not disable a distributed architecture or all potential users. Even given a failure, a computer based emergency operations centre has the potential to re-establish its situation picture through automated data exchange more rapidly than would be possible for a facility without data automation.
Dangers for managers
The explosion of information creates the potential for significant problems for emergency managers. Most basic is the question 'what do you trust?' This has been an issue in academia for some time. For example, one commentator in The Chronicle of Higher Education characterised the dilemma as "the inability to extract the useful scholarly nuggets from the mountains of digital gravel and slurry." [25] Others say frankly that "although the internet offers a wealth of information, much of it is of questionable value" [26, p.10] or offer specific suggestions for validating sources [27] . If scholars, with time to review information, find this frustrating, the decision maker forced to make decisions in minutes rather than hours or days can be excused for wondering who or what to trust.
The information explosion creates a need for education to understand what is being presented. Ten years ago there was little competition for which forecast emergency managers would use. Experience suggests that this is no longer a given. Prior to a hurricane conference call today, an emergency manager along the east coast of the USA may:
1 review the National Weather Service advisories (available as the Weather Wire on DTN [28] ), 2 look at the official storm data on HURREVAC [29] , 3 review the picture presented by HURRTRAK [30] , check the Weather Channel's ten minute before the hour severe storm coverage, and 4 check several selected internet sites.
When listening to the National Weather Service forecasters, it is tempting to view their discussion with a certain air of superior knowledge -after all, the listener has had access to a tremendous amount of data. It takes humility to remember one's education may not include a single meteorology course. Not to be overlooked is the potential for public second-guessing, before or after an event. As a working emergency manager, the author has routinely had other individuals in his organisation question him about the potential for severe weather, the course of a particular tropical storm, or other events. Those questions are always preceded by reference to an internet site they have accessed. It intuitively appears to be a small step to the general public using internet information as the basis for personal decision-making. On the one hand, if the information is good and it leads to early self-evacuations in a high hazard situation, then emergency management will profit from easy internet access. If, however, the information is bad, the potential for more people being at risk is probably increased.
Defining e-emergency management
In its introduction, this article asked whether it was time to begin to define e-emergency management as a new form of professional work. The author believes the answer must be yes. In a recent short note in the newsletter of the State and Local Emergency Management Data Users Group, the national emergency management technology association, the author suggested that some of the components of a virtual emergency operations centre might include:
• use of emergency management software to communicate internally and externally and to manage data.
• remote access to emergency operations centre databases and communications.
• access to internet sites to gather information.
• dissemination of information on the internet both to official response organisations and for public access.
• linking dispersed individuals to perform emergency operations centre functions remotely [31] .
The literature suggests these applications should be possible, and practice, as observed and surveyed, indicates that all of them are in actual use, even if not commonly by any one agency.
Information sites are already disseminating warning information and instructions of value to the general public during disaster onset. The development of systems linking governmental agencies to allow rapid data interchange to complement each others' operations increases the reach and capability of emergency management -the Virginia Operational Information System hosted by the Virginia Department of Transportation is an example. Specific tasks supporting an emergency operations centre or emergency management agency are already being performed off-site by The Virtual Emergency Operations Center, and the potential exists for this to be a reasonably routine mutual aid procedure.
The challenge of any of these approaches lies in balancing the programmatic issues with the fundamental nature of emergency management work. The technological solutions to problems that could be addressed by e-emergency management are not overwhelmingly difficult. However, they require money and staff to carry them out. More importantly, they do not reduce the need for highly trained and educated emergency managers to evaluate and apply their products as part of an overall governmental response to disasters. Therefore, the author would conclude by suggesting that practice supports a definition of e-emergency management as: "a system of computer based tools and communications architectures managed by trained personnel using standard plans and procedures to communicate and manipulate data for public information, program management, operational decision making, and policy establishment to protect communities from the effects of disasters."
